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THE WHITE HOUSE

WASHINGTON

February 6, 1976

.

MEMORANDUM FOR: PHIL BUCHEN

- BILL HYLAND
DON OGILVIE
NINO SCALIA -
TOM LATIMER
MITCH ROGOVIN
HAL SAUNDERS

FROM:  MASON CARGILL

SUBJECT: . New Dfaft of the Restrictions QOrder

Attached is the draft of the Restrictions Executivé Order that was

agreed to at the drafting session following yesterday's ICG meeting.

In a few areas, total agreement was not reached, and I have
attempted to solve the problems addressed. In addition, Phil
Buchen has suggested addition of sections on missionaries and

on torture.
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ICG DRAFT - 2/6/76

- EXECUTIVE ORDER

Information about the capabilities, intentions and activities of ;other
governments is essential to .int;ormed decision-making in»the field of
national defense and foreignvaffairs.. - The measures employed to
acquire such information should be feSponsive to the le.gitimate éeeds. ’
of our Government and must.be conducted in a xﬁanne’r which prés erves

: _ , : :
and respects our ‘established concepts of privacy and our civil
liberties.,

Recent events have cleai‘ly indicated the desirability of
government-wide direction which will ensuré a proper balahcing of
thesé interests. The rules of operation prescribed by this dr&er are .

~not intended to .dero.gate from any other l.aws, _regulatioxi'l‘s or di;‘ectives '
further restricting the activities of our foreigﬁ infelligence agencies.
The provisions of this Order apply to activities both inside and outside
the Uﬁited States. |

By virtue of the authority vested in me as President pursuant to
my powers under“Articl‘e II, Sections 2 and 3 of th¢ Constitution, aﬁd

 statute: .+f the United States, including the National Securit)} Act of 1947,
and finding such actions necessary in the national interest, it is hereby

ordered as follows:

i
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'SECTION I: Definitions.

As used in this Order, the foilowing terms shall have fhe meénings
ascribed to them beiow: ' .

{a) "Collection' means ax;xy one or more of the gathering, éné.lysis,
disseminatj.on or storage of noﬁ—publicly available information without
the informed express consent of the subject éf the information.

(b) "Elecfrox;lic surveillance! means acquisition of a non-public
‘communicatioﬁ by electronic meaﬁé, ‘without the consent of ar persoﬁ
who is a party to, or,‘ ih the case bf a‘.non—électronic communication, -
visibly preéent at, the communication. |

(c) "Employee' means a person employed by, assigned or detailed
to, or acting for a United States foreign intelligence agency.

(d) "Foreign in£elligence" means informatiop concerning the
capabilities, inten'tions and activities of ény fo>reign power, oi‘ of ény _
gon-ﬁnited States person, whether within or outside the United Statesv,
or concerning areas outside the United Sta..tes.'

(e) "Foreign couigterintelligenée" means information concerning
the protection from detectio‘n or disclosure 6f fo;ceigri iﬁtelligence or of

national security information and its collecticn.

!
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(£) "Fore1gn intelligence agency" means the Central Intelhgence
Agency, Natlonal Security Agency,. Defense Intelhgence Agency, and
any other department or agency of the United States Government,A or
component thereof, while it is engaged in t’h.e collection of foreign
intelligence} or foreign counterintelligence, bu;: shall not iéclude ansr
department, agency or component thereof to the extent that it is |
engaged in its authorized iaw enforcement functions, nor shall it.
-include in ahy case the Federal Bureau of Investigation.

(g) '""National security information" ha‘s the r.ne‘aning a’scrvibed to it in
E. O. ,11652‘

(h) “Physical surveillance' means cbntinuing visual observation
by any means or acquisition of a non-pubiic corn'munic>ation by; a p‘ersAon
not a party thereto, or visibly present thereat, thr'ough any mean.s which
doe's not involve electronic surveillance. | |

(i) "United States persons'' means United States citizens, aliens
admitted to the United States for perl;nanent residence and c_oi;porations-

or other organizations inc‘orporated or organized in the United States.
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SECTION II. Restrictions on Collection.,

Foreign intelligence agencies ‘'shall not engage in any of the
following activities;
(2) Phy51ca1 surveillance directed agamst a United States person,
. except to the extent that such survelllance is pursuant to procedures
approved by the head of the foreign intelligence agency, and is directed
against either:
.' (1) 2 present or former ernployee of such agency, its
present or former contr‘actors or their present or former
employees, for the pﬁrpose of protecting foreign intelligence
‘ » : S
sources or methods or national security information from
unauthorized disclosure; or |
(2) a United States person, who is in contact Wi.th either.
‘such a present or former contractor or ernplcyee or with e_ N
non-United States person who is> t}ie squect of a'.fc"r‘ei.gn |
intelligence or foreign counterintelligence inquiry, bnt only

to the extent necessary to identify such United States person; or
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. (3) a United States pe‘rson outside _thé iInited States who i_s.
reasonaﬁly believed to be actihg on behalf of a foreign power

or who is ;‘easonably suspected of engaging in‘in_terna{:i_or;aAl

terrorist or naréotivcs activities or. éctivities threéteniﬂg the
national security.

(b) Electronic surveillance involving a communication- which is
made from, or is intended. by _the sender to be received iﬁ, the United

~ States, or directed against United States persons abroad except i;1
accordance with law and under proceciures approved by the Attorﬁey
Ge‘nex;'al; Ervovided that the Central Intell?gence Agen;y shall not perform
_electroniq surveillance within the United States;

(c) Unconsented physical searches within the United States; or
uncénsented physical searches directed »against Uni’ced‘States persons
abroad, except under procedures approvéd by the Attorney Gener'ai;

(d) Opening of mail or examination of envelopes of mail in the
ﬁ. S. Po.stal .chénn'els éxcept in accordance with the provisions of

United States law.
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(‘e) Examination éf Féderal tax returns or tax information except
in accordance with United States law.

(1) inﬁltration of or ﬁndisclbséd participation in any organization
composed primarily of United States persons for the purpose éf ,
reporting on or influencing its a.ctivities or 'm‘em’.bers;

(g) Collection of information concerning the dpﬁestic activities
of United States persons except: |

(1) Information concerning corporations 0.1.' other cornmerciai
: orgaﬁizations controlled By foreign powers,

' (2) Information concerning present or former employees,
p/resent or fbrmer contractors or their present or former
employees ér applicants for such employment or contracting, |
necessary tb proiéect foreign intelligence sources or methods
or national security inforrgafion from unauthorizeci disclosuzje;
and the identity of persoris in contact With the fofegoing or. with a
non-United States person whé is the subject of a foreign

intelligence or foreign counterintelligence inquiry.
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(3) Information COnéernizig persons who are reasonably

believed to be potential sources or contacts, but ohly' for the

.purpose of determining the suitability or credibility of such

pérsons,
' (4) Foreign intelligence infofmation gathered abroad, or
from cooperating sources in the Un;1ted States.
(5) Infoi;mation about a United States citizen who is
réasonably believed to be involved in international terrorisf v
or narcotics activities or working in collaboration with a
foreign nation or organization.
¢ (6) Lawful diss=mination to the approi)fiate law enforcement
agencies of ihform:!':ion incidentally gather.e'd' indicating involvement
Vin activities.-in violation of United States iaw.

(7) Storage of information required by law to be retained.
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SECTION III. Restrictions on Experimentation.

Foreign intelligence agencies klshball not ehgage in experimentation -
with drugs on human subjecfs, ekcept with fhe informed consent, in
writing and witnessed by é disinterested third party, of each Asuc.h
human subject and in accordance with the guidelines issuea by the
National Cornmissiog for the Protection of Hﬁmaﬁ Subjecté for Biomedical

and Behavioral Research.

SECTION IV. Assistance to Law Enforcement Authorities.

No foreign intel}igence agency shall, except as expvresvsly autil¢;'ized |
by lav&:: |

(a) Provide services, equipment, personnel or facilities to the
Law Enforcémen_t Assistance Administration or to State or local »pollic‘e
organiza;ti;ons of the Uniteci States.

(b) Participate in or .fund any law enforcement activitf within the
United States. |

- These prohibitions shall nét, however, preclude (i) cooperation

between a foreign intelligence agency and appropriate law enforcement

I ’ : . .
agencies for the purpose of protecting the personnel and facilities of
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the foreign intelligence agency or preventing espionage or other
criminal activity related to fofeign intelligence; or (ii) provision of
specialized equipment or technical knowledge for use by any other

' Federal department or agency.

SEGTION V. Assignment of Personnel.

Employe;es of foreign intelligence ageﬁcies detailed elsewhere within
the Federal Government shall be responsible to the host agency aﬁd shall
nqt report to their parent agen‘cy on the affairs of the host agenc‘y., _
except as may be directed by the latter. The head of the host ageri;y,
and any successor, shall bé'informed of the dei:ailee's association with

'4
the parent agency.

" SECTION VI. Law Enforcement Responsibilities.
or criminal, of any department, agency, or component thereof, having
such responsibilities.

SECTION VII. Implementation.

Each foreign intelligence agency shall, within 90 days, issue internal .

directives to implement this Order with respect to its foreign intelligence

operations.

" Approved For Release 2006/08/02 - CIA-RDP79M00467A001300170014-5

BRI S




broved For Release 2006/08/02 : CIA-.RDP79]\/IOO467AOO1

_e * - DATE
SRANSMITTAL SLIP [

TO:
Morning Meeting Participants
ROOM NO. BUILDING

REMARKS:

Although we have not
yet been asked, I assume
that comments will be sought

..at the earliest practical
date. -

FROM:

ROOM NO.

ORM NO . REPLACES FORM 36-8
8 WHICH MAY BE USED.
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